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Abstract

Continuity of service and bounded and known mes-
sage delivery latency, are reliability requirements of a
number of real-time applications, such as those served by
field-buses. The analysis and design of such networks,
w.r.t. timing properties, has been based on no-fault scen-
arios, rather than under a performability perspective. In
this paper, we do an analytical study of the inaccessib-
ity of CAN and PROFIBUS. The study reveals that
previous studies on the access delays of these field-buses
were too optimistic, from a performability viewpoint.

1 Introduction

Continuity of service and bounded and known mes-
sage delivery latency, are reliability requirements of a
number of real-time applications. One area where these
attributes are specially sensitive is field-bus communic-
ation. Field-buses are expected to exhibit reliable hard
real-time behavior, since they convey the information to
and from the extremities of a time-critical system: the
sensors and actuators.

The reliability of field-buses i1s worth studying, for
with the adequate techniques, one can build reliable,
even fault-tolerant, hard real-time systems based on
LANs (local area networks) or field-buses [6, 15]. In re-
liable real-time systems, the fundamental requirement of
communications is that there be a bounded and known
message delivery latency, in the presence of disturb-
ing factors such as overload or faults. Amongst other
factors, this implies the correct evaluation of the timeli-
ness properties of communication, in the presence of
those varying conditions, that is, a performability ana-
lysis[4]. However, the analysis and design of standard
LAN and field-bus networks w.r.t. timing properties,
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has routinely been based on no-fault scenarios, with very
few exceptions [7, 14], rather than under a performabil-
ity perspective. Even if one excludes solid faults such as
physical partitioning, the performability of field-buses in
normal operation has a large variance.

One key issue with this regard, is that networks are
subject to periods of inaccessibility. They derive from
incidents in the local area network or field-bus protocol
operation (e.g. token loss or entry of stations) that af-
fect non-faulty components, and are often disregarded,
leading to failures of expected hard real-time proper-
ties of the network. We address this problem under an
inaccessibility model [15].

In this paper, we do an analytical study of the
inaccessibility of CAN (Control Area Network) and
PROFIBUS (Process Field Bus), two of the most im-
portant field-buses in use. The study reveals striking fig-
ures showing that previous studies on the access delays
of these field-buses were too optimistic, from a perform-
ability viewpoint. We present a comparison of our previ-
ous results for the token-bus, token-ring and FDDI, with
those for CAN and PROFTBUS. We show that CAN ex-
hibits shorter inaccessibility than PROFIBUS, and that
overall inaccessibility of LANs is worse than that of field-
buses.

The paper is organized as follows: Sections2 and 3
introduce the inaccessibility problem and the CAN and
PROFIBUS field-buses. Sections 4 and 5 analyze the ac-
cessibility constraints of CAN and PROFIBUS respect-
ively'. Section 6 presents the analytical study results.
The paper concludes with some remarks about future
work.

2 The inaccessibility problem
The problem of inaccessibility was equated for the

first time in [16]. We briefly recapitulate it here, the in-
terested reader is referred to the cited work, or [15]. The

ISection4 uses extensive portions of a previous analysis of
CAN [8], made in a paper that appeared at the CiA conference, a
non-copyrighted event.



impact of inaccessibility on real-time communication is
the error it introduces in the specifications of timing
bounds, such as deadlines, timeouts, etc. Most analyses
of message transmission delays or network schedulab-
ility concentrate on the queuing delays caused by the
studied arrival patterns. They do so while modeling the
network as always functioning normally[2, 1, 13].

In consequence, bounds are established that will be
violated upon the (even if rare) occurrence of inaccess-
ibility events. These faults temporarily prevent commu-
nication, with the effect of increasing the network access
delay as seen by one or more stations. They may in con-
sequence lead to the failure of task or protocol timing
assumptions and ultimately, to the failure of the hard
real-time system.

Let a network be partitioned when there are sub-
sets of the stations which cannot communicate with each
other?. This is the classical definition, and it is normally
attached to a notion of physical disconnection. However,
in a ”sane” network the occurrence of certain events in
its operation— e.g. entry or leave of new stations— or
of individual failures— e.g. bit errors; transmitter or
receiver glitches; station failures; token loss— produce
side-effects on the other stations, which are a subtle form
of partitioning, virtual rather than physical. Standard
L ANs and field-buses have their own means of recover-
ing from these situations, but since this recovery process
takes time, the network will exhibit periods where ser-
vice is not provided to some or all of the stations. In
short, an inaccessibility fault occurs when a compon-
ent temporarily refrains from providing service, on ac-
count of a foreseen (specified) transition in its internal
state. In consequence, the next step is to compute the
duration of the inaccessibility events that may take place
in the operation of the network, which we do in the next
sections.

3 A brief introduction to CAN and
PROFIBUS

Field-buses are simplified local area networks, from
the viewpoint of network dimension, frame size,
throughput, protocol generality. On the other hand, they
have other services and mechanisms, aimed at achieving
hard real-time communication among low-level devices,
such as PLCs (programmable logic controllers) and in-
telligent sensors and actuators.

We decided to analyze the impact of inaccessibility

2The subsets or partitions may have a single element. When the
network is completely down, all partitions have a single element,
since each station can communicate with no one.

in CAN and PROFIBUS, two of the most important
standard field-buses. We assume the reader to be fairly
familiar with their operation. In any case, we forward
the reader to the relevant standards[17, 18, 19], for de-
tails about the protocols.

3.1 CAN

The Controller Area Network (CAN) is a bus with
a multi-master architecture [17]. The transmission me-
dium is usually a twisted pair cable. The network max-
imum length depends on data rate. Typical values are:
40m @ 1 Mbps; 1000m @ 50 kbps. Bit transmission
takes two possible representations: recessive, which only
appears on the bus when all the stations send recessive
bits; dominant, which needs only to be sent by one sta-
tion to stand on the bus. This feature is exploited for
bus arbitration. Data transmission is subject to a bit-
stuffing technique that prevents transmission of more
than five consecutive bits of identical polarity. The Con-
troller Area Network [17] is a carrier sense multi-access
with deterministic collision resolution network: while
transmitting a communication object (frame) identifier,
each station monitors the bus; if the transmitted bit is
recessive and a dominant bit is monitored, the station
gives up from transmitting and starts to receive incom-
ing data; the station transmitting the object with the
lowest identifier goes through and gets the bus. Two
important parameters characterize the basic operation
of any CAN network:

o Data Rate - the nominal rate of data signal-
ing, on the bus. It gives a meaning to ¢+, the
nominal duration of a single bit.

¢ Intermission Field Period - t;ps - the min-
imum bus idle period that mandatorily precedes
any data or remote frame transmission.

Only four types of frames are used by CAN. Their
duration is given in Table1. Their functions are de-
scribed next:

o Data Frame - used for dissemination of com-
munication objects.

o Remote Frame - to explicitly request the dis-
semination of a communication object.

o Error Frame - used for error signaling

¢ Overload Frame - used to extend inter-frame
spacing, upon detection of overload.

The integrity of data and remote frames is checked at

each receiver by the first 15-bit of the 16-bit CRC field.
3.2 PROFIBUS

The PROFIBUS is also a bus with a multi-master ar-
chitecture [18]. The transmission medium is a twisted



Frame Symbol | Duration (us)

min. magc.
Data frame tdata 44.0 132.0
Remote frame trdata 44.0 52.0
Error frame terror 14.0 20.0
Overload frame toload 14.0 20.0

Table 1: Duration of CAN frames (Rate: 1Mbps)

pair cable using RS-485 signaling. The network max-
imum length depends on data rate. Typical values are:
200m @ 500 Kbps; 1200m @ 9.6 kbps. PROFIBUS is
inspired from the Token-bus, with a simplified protocol,
and some enhancements devoted to improve device-to-
device real-time communication. In PROFIBUS, 127
station addresses are available. A station address is
comprised between 0 and 126. Address 127 is reserved
for broadcast and multi-cast messages. HSA is the
Highest Station Address installed.

For our purposes, two important parameters charac-
terize the basic operation of a PROFIBUS network:

o Data Rate - rate of data signaling on the bus.
It defines bit and octet times (tpit, toct), which
are used to scale several parameters.

o Slot time - tsror - the worst-case time any
station must wait for a response or immediate
acknowledgment.

Additionally, three important variables and struc-
tures for our study are:

o Station Distance - 1);; - from a station S;
with address A; to a station S; with address A;
is defined by: A; — A; for A; > A;; or HSA —
Ai + Aj for A; < A;. We use Dimar to denote
the maximum distance between any two adjacent
stations in PROFIBUS.

¢ List of Active Stations (LAS) - a member-
ship table, which identifies the currently alive
stations that are members of the logical ring, and
their succession order in token passing. It is used
in fault recovery, to find out the new successor
in the case of station failures.

¢ Gap List (GAPL) - a list kept at each station,
that identifies the status of all stations in this
station’s GAP. GAP; is the address range from
station .S; to its successor. Status is one of not
ready, slave station, or non-operational. It
is used for ring membership management, for ex-
ample, new station insertions.

According to the PROFIBUS standard, the slot time
is expressed in bit times in the following equation, where
trp is the worst-case end-to-end propagation delay of

the physical layer, and tgp is the station delay from the
end of a reception to the start of its own transmission
(typical values are given in Table2):

tsror = 2trp +tsp + 11tpi (1)

Rate Bit Time | Octet T. | Station Dly | Slot Time
(Kbps) | teir(ps) | toct(ps) tsp(ps) | tsror(us)
500 2 16 200 225

Table 2: PROFIBUS parameters for a network length of
500 m (station delay is implementation dependent)

The function of relevant PROFIBUS frames, as well
as their duration, i1s described in Table 3.

Frame Symbol | Duration (us)
REQUEST FDI, STATUS | tars 204
(check the status of

a given station)

RESPONSE trESP 204

(response of a station
to a request)

TOKEN trx 160
(token frame)

Table 3: PROFIBUS frames (Rate: 500Kbps)

4 Inaccessibility of CAN

This section will be devoted to a study of CAN in-
accessibility. The interested reader is referred to [8], for
more details. The analysis is based on the protocol spe-
cification in the standard [17]. Tts objective is to derive
analytical expressions for all the inaccessibility events,
show that their durations are bounded, and determine
their upper bound. We signal the worst-case expressions
with superscript *°.

4.1 Bit corruption errors

The first class of inaccessibility events we con-
sider is concerned with the corruption of a single bit of
a frame, for instance, due to electro-magnetic interfer-
ence. Transmitter-based and receiver-based error hand-
ling mechanisms exist to detect and correct these errors.



Transmitter-based error detection is achieved by
listening to the bus while transmitting, and comparing
both streams on a bit-by-bit basis. A recessive level
issued on the bus, by a given transmitter, can only be
heard back as dominant, without that being considered
an error, in the following two circumstances: (i) inside
the arbitration field, meaning the loss of the arbitration
process; (ii) during the acknowledge slot, meaning at
least one station has not detected, so far, an error in
the current transmission. All other situations are er-
rors, signaled on the bus by starting the transmission of
an error frame at the next bit slot. While the transmis-
sion of the damaged frame plus the error frame last, the
network is inaccessible.

Corruption of the transmitted bit-stream cannot oc-
cur later than the transmission of the last bit of the end-
of-frame delimiter. The worst-case inaccessibility time
due to single bit errors is obtained when considering the
transmission of data and error frames with maximum
size:

we __ qwe we ;
ina+berr — tdata + terror + tIFS (2)

Transmitter-based error detection is helpless in the
detection of errors affecting only sets of receiving sta-
tions. Receiver-based error detection mechanisms rem-
edy this problem. A bit-stuffing coding scheme is used
in the transmission of data and remote frames, up to the
last but one of the 16-bit CRC field. Whenever a receiv-
ing station monitors I, ;¢ consecutive bits of identical
level, it automatically deletes the next received (stuff)
bit. Under error free operation, the deleted bit presents
a polarity opposite to the preceding ones; should this
condition be violated, an error will be signaled on the
bus, by starting the transmission of an error frame.

A bit-stuffing error cannot occur after reception of the
16-bit CRC field. The worst-case inaccessibility dura-
tion occurs for the transmission of maximum size data
and error frames. Having both these aspects in mind,
we have:

t:l‘;mcaq—stuff = tz‘z};m —tgrs + tg}rc,«or +trrs (3)

where tgrs, accounts for the duration of the fixed form
sequence — not subject to bit-stuffing coding — that ends
every data or remote frame.

On the other hand, bit errors can occur in a way that
they do not produce a violation of the stuffing policy. In
this case, the error will be detected only when the end
of frame sequence is received, either by CRC checking
or through detection of a frame format violation.

After reception of a frame, a station should do one of
two things, depending on whether the CRC was good:

(1) if the CRC is correct, changes the bus level from
recessive to dominant, during the acknowledge slot; (ii)
otherwise, it passes the acknowledge slot, and signals the
CRC error through the transmission of an error frame,
that starts immediately after the acknowledge delimiter.
The corresponding worst-case inaccessibility time due
to a CRC error occurs for the longest data and error
frames, and 1s given by expression:

;’ilcm—crc = tqjacta —tepor + tieurcror +tirs (4)
where t o represents the duration of the end-of-frame
delimiter.

Whenever a transmitter does not monitor a dominant
level on the bus during the acknowledge slot, it inter-
prets that as an error, and the transmission of an error
frame is started at the next bit. So, the duration of the
corresponding worst-case inaccessibility due to acknow-
ledgment erroris given by equation:

we _ qwe ¢ ) we =
ina+—ack — tdata —tgrs +2 . to + terror +trrs (O)

All the frames used by the CAN protocol obey to a
few pre-defined formats. Data and remote frames have a
fixed form end-sequence. An error in this sequence im-
plies the transmission of an error frame. The worst-case
inaccessibility caused by a form erroris when it occurs,
at the latest, while receiving the last but one bit of the
end-of-frame delimiter, because a receiver monitoring a
dominant level at the last bit of this delimiter does not
take that as a form error®. As usual, the worst-case
expression relates to the maximum size data and error
frames:

‘:'itcaﬁform = tglacta — Tbit + t;ﬂrcror +1trrs (6)
4.2 Overload errors

In this section, we treat overload frames. Exist-
ing commercial devices do not implement the standard
completely w.r.t. overload frame transmission. Never-
theless, we examined the relevant situations, discovering
(cf.§ 6.2) that their impact on inaccessibility is generally
small. Due to space reasons, we provide a summarized
account of that study, which is detailed in [8].

For correct operation, the CAN protocol requires data
and remote frames to be separated from each other and
from any other frame by a minimum amount of three
recessive bits, known in CAN terminology as intermis-
ston field. However, the next data or remote frame

3As we will see ahead, this will be considered a reactive over-
load error.



transmission can be explicitly delayed, whenever the re-
ceiver circuitry 1s not ready to receive those frames.
That is achieved through transmission of a special
frame known, in CAN terminology, as requested overload
frame. The corresponding upper inaccessibility bound
is simply given by:

t;};zca&oload =2. tg]l?)ad (7)
Whenever a transmitter or a receiver detects a
dominant bit within the intermission field or a receiver
detects a dominant value in the last bit of the end-of-
frame delimiter, the transmission of a special type of
frame, a reactive overload frame, is initiated one bit after
the detection. The corresponding worst-case inaccessib-
ility bound will be given by:
:'I;'LC(u—roload = tz}lfmd +trrs (8)
Any error in the overload frame fixed form triggers
the transmission of an error frame at the next bit slot.
The corresponding inaccessibility time is then given by:
we — th th (9)

ina+oform ina+oload + error

Now we consider that only a subset of the stations
detect, either correctly or erroneously, a dominant level
in the third bit of the intermission field. This scenario
leads to the most serious inaccessibility situation on ac-
count of overload frames.

The set of stations detecting such an event initiate
the transmission of a reactive overload frame. However,
this action will be perceived in a different manner by
the set of stations that did not monitor the intermission
field violation: such stations will interpret the first of
the six dominant bits that made up the overload flag as
a start-of-frame delimiter. The sixth dominant bit will
violate the bit-stuffing rule and cause a signaling error
condition.

For the evaluation of the worst-case inaccessibility
time for this scenario, we take the largest of those er-
ror detection bounds and additionally assume that the
inconsistency in intermission field monitoring only oc-
curs after the extension of the inter-frame space though
two consecutive requested overload frames. Therefore:

%Cm—iload =2. tloulZad + tgacta — thit + tl:rcror +11Fs (10)
4.3 Multiple errors
We now extend our single-error analysis to a multiple-

error one, by making the following omission degree
assumption: no more than n error and/or reactive

overload frame transmissions are required to recover
from errors in the transmission of a data frame®.

We first assume that all the n errors are consecut-
ive in the network®. In this case, error signaling will
also be subject to disturbances: any station detecting
a deviation from the error frame fixed form, starts the
transmission of a new error frame. For the worst-case
scenario, we consider that the first error occurs at the
end of a maximum length data frame transmission and
that the following (n — 1) errors are only detected at the
end of a maximum duration error signaling period. The
recovery actions end with the successful transmission of
the nt” error frame. The worst-case inaccessibility time
due to consecutive errorsis then given by:

we _ qwe we
ina<—meerr — tdata +n. terr‘or +trrs (11)

Let us now assume that errors occur in a way that
only data or remote frame transmissions are affected;
the corresponding error signaling, always succeeds. This
scenario is realistic enough to be considered: a failure
in a transmitter may lead to this behavior.

The corresponding worst-case inaccessibility bound
directly results from the application of the omission de-
gree assumption, taking into account the worst-case dur-
ations of data and error frames:

t;'uizcabmserr =n. (tslacta + tg)rcror + tIFS_) (12)
4.4  Station Failures

The error confinement mechanisms provided by the
CAN protocol are based on two different error counters
at each station, recording transmit and receive errors.
These counters have a non-proportional update method,
with an error causing an increment larger than the decre-
ment resulting from a successful data or remote frame
transfer. The rules used in error counting have been
defined in order that stations closer to the error-locus
will experience, with a very high probability, the highest
error count increase. This way, disturbances due to a
faulty station can be localized and its action restricted,
according to the following classes:

Error-Active - the normal operating state; able
to transmit and receive frames; fully parti-
cipates in error detection/signaling.

4Under given circumstances, CAN data frame losses are
masked-off at the MAC layer, thus rendering the user-level omis-
sion degree bound, k, different from the network-level omission
degree bound, n.

5Meaning they are not interleaved with good transmissions.



Error-Passive - able to transmit and receive
frames, but after transmitting a data or re-
mote frame the station is obliged to an ex-
tra eight bit bus idle period following the
intermission field, before it can start a new
transmission; enters this mode after any er-
ror counter exceeds 127; goes back to error-
active when both counters are equal to or
lower than 127; only succeeds to signal er-
rors while transmitting.

Bus-Off - does not participate in any bus activity,
being unable to send or receive frames; enters
this mode after the transmit error counter ex-
ceeds 255; only leaves after reset.

In order to complete our analysis of CAN inaccessib-
ility, we proceed with the study of two examples, where
the occurrence of permanent failures is assumed.

Let us analyze in first place, a scenario where the
transmitter of a given error-active CAN station fails in
a way that errors only affect the data and remote frames
it sends. Such an error pattern may be due to a mal-
function in the station’s CRC generator. As we have
just seen, transmitter failure may only systematically af-
fect bus activity until the station enters the error-passive
state. The number of transmission attempts causing this
transition is bounded by:

Erra_thd-‘ (13)

Ntz fail = ’VT
rerr

where [ ] represents the ceiling function®; errq_tnq is the
error-active count threshold and A, is the Transmit-
Error-Count increment produced by each transmission
error [17].

Consecutive transmissions issued by the failed trans-
mitter appear in the network interleaved with error
frames and occasionally with good transmissions from
other stations. The longest inaccessibility period due
to transmitter failure occurs in the absence of these last
events and is obtained applying expression (13) to equa-
tion (12):

;'lilcaetxfail = Ntefail - (tgj:ta + tzjrc;"or + tIFS) (14)

The second scenario is when an error-active CAN re-
cewver is affected by a similar failure, i.e. a malfunction
in the CRC checker. Errors are also successive in the net-
work because, once again, only data and remote frame
transfers are affected: error signaling occurs without er-
rors. However, no data/remote transfer succeeds until

8The ceiling function [z] is defined as the smallest integer not
smaller than z.

the defective station becomes error-passive, which oc-
curs after the following attempts:

i [ 17 tha W
refail = | v A
Arzerl + Arzer?

where the terms under the fraction represent two dif-

(15)

ferent contributions for Receive-Error-Count increase.
They derive from the application of more than one error
counting rule to the same data transfer, as defined in
[17]. The worst-case inaccessibility time of the network
due to recetver failure is thus obtained using expression
(15) in equation (12). Thus:

t’zl'l:zcm—rxfail = Nrgfail - (tgjta + tleur(;'or + tIFS) (16)

5 Inaccessibility of PROFIBUS

This section will be devoted to a study of
PROFIBUS inaccessibility. The interested reader is re-
ferred to [5], for more details. The section follows the
same objectives as the previous one: to derive analytical
expressions for all the inaccessibility events, show that
their durations are bounded, and determine their upper
bound. The analysis is based on the protocol specifica-
tion in the standard.

5.1 Insertion of new stations

The first class of inaccessibility events we consider
is concerned with the insertion of new stations, that re-
quires reformation of the logical token-passing ring.

In PROFIBUS, each station in the logical token ring
is responsible for the insertion of new stations. For that
purpose, each station periodically scans its GAP address
range (from its own address to its successor’s) looking
for stations in that address range that wish to enter. A
station checks only one address per token visit, using a
control frame (Request FDI Status frame), which may
be repeated Nygiry times, in case of omissions. In con-
sequence, at most one station can enter at a time.

The first inaccessibility situation thus occurs when
the MAC sub-layer performs the actions required for the
insertion of a new station.

We denote a station S; with address A;. We denote
tina«join as the total inaccessibility time for the inser-
tion of a station S; between stations S; and S;41. Since a
station checks only one address per token visit, it must
scan the range from address A; + 1 to address A; in
successive opportunities. So, the inaccessibility periods
alternate with the flow of data in the network.



The time spent in checking one address is denoted
as tegam. The term Dj j.t.pam Tepresents the time for
checking all addresses in the range, up to A;. The max-
imum (worst-case) value of this term is as follows. Recall
that Dy, 44 18 the maximum adjacent station distance, so
in the worst-case D; ; is equal to Dy, — 1. On the
other hand, the worst-case value of t.z4m occurs when
the responder acknowledges or responds only after the
last repeated Request FDI Status frame is received. In
this case, it is expressed as follows:

tem = trrs +isror+
+(Nretry — 1)(trrs +tsror)+
+trrs +tsp +trEsP (17)

= Nretry(trrs +tsror)+
+trrs +1sp +trESP

For trk,trrs and trpsp see Table3. The term
(Nyetry — 1)(tRPs + tsror) represents the time spent
in the first Nypery - 1 retries. In the last retry, the re-
sponse is received by return.

There is another term to add to %inaejoin, due to a
specificity of the PROFIBUS protocol: a new station
is only recognized by its downstream neighbor at the
second token pass attempt, after waiting one slot time,
that is, an extra tgror + {7k delay before the join pro-
cess 18 complete.

Hence the worst case total inaccessibility time

we . . o )
ina«join for the insertion of a station is given by:

Linacjoin = mMax (Dij) tsam +tsLor +trK
— (Dmaz - ]—)[Nretry (tRFS + tSLOT)+

+trrs +1sp +trESP]+
+tsror +irk

(18)
Let us consider now the case of several stations (K)
that attempt to enter the logical ring in the same gap.
They will enter one at a time. The GAP space explor-
ation is done once, the token passing procedure is obvi-
ously repeated K times. The worst-case total inaccess-
ibility time for insertion of multiple stations is given by:

t’l.UC

ina—mjoin = — (Dmax - 1)[Nretry(tRFS +tSLOT_)+
+trrs +tsp +tresp]+
+K(tsror +tri)

(19)

5.2 Token Loss

In this section we consider the case where a station
fails while it 1s holding the token. In Profibus, each

station has a Time-out timer which is used to monitor
bus activity. According to the PROFIBUS standard the
Time-out 1n a station S with address A 1s:

trime—out = 6tsror + 2A X tsror (20)

The second term 2A X tsror ensures that no two
master stations claim the token at the same time after a
token loss has occurred. The time-out expires first in the
master station with the lowest address in the network,
say Ajow, because the time-out timers are set to val-
ues that are an increasing function of station addresses.
Since there 18 no contention, inaccessibility ends the mo-
ment that station times-out, seizes the token and restarts
transmitting.

The worst-case inaccessibility time for token loss is
thus given by the maximum value of #iime—out, Which
on the other hand is attained when A;,, 1s maximized
(A}’ ). Suppose that there are Ny active stations (mas-
ters) in the network. In the worst-case, the lowest ad-
dress Ajow 1s equal to HSA — Ng. We have:

twc

ina+tkloss 6tsror + 2A10C tsror

6tsror + 2(HSA — Ny )tsror
(21)

5.3 Station failures

In this section we assume that a failed station is not
holding the token. Thisis detected when the predecessor
station tries passing it the token. After a period of in-
accessibility, the new successor is found and the token
passed to it.

Let us start with the case of a single failed station.
The token passing operation is repeated twice before
the token holder gives-up, with a slot-time of interval
between each attempt. Then, once the new successor
identified, the token holder tries passing it the token. As
discussed already in section 5.1, a new station is only
recognized by its downstream neighbor at the second
token pass attempt, after waiting one slot time. The
time to recover from single station failure is thus given

by:

Linaesfail = Stspor +3trk +isLor +irk

A(tsror +1tTK)

(22)

Let us now consider a less restrictive scenario by al-
lowing several stations to fail simultaneously. Let us,
for the moment, additionally assume that none of the
failed stations are adjacent in the token passing order.
As a consequence, all the failures can be recovered in



a single token rotation. The current token rotation is
slowed down by the amount of time needed to perform
all recoveries.

The resulting inaccessibility time should be equal to
the sum of the time spent in recovering from each failed
station. Because we assume that none of the failed sta-
tions are adjacent in the token passing order, the time
to recover from a failed station can be calculated by
Eq. 22. Suppose that there are Ngyy failed stations.
Then, tinaemypait = Nyait X tinaesfail-

It is easy to see that the inaccessibility time is propor-
tional to Nair. In the worst case, the maximum number
of failed stations is |N,:/2], i.e., failed and non-failed
stations are completely intermixed. Ny is the number
of the active stations (faulty plus non-faulty stations)
before the multiple station failure. The worst case in-
accessibility due to multiple station failure is therefore
given by:

taempait = [ Nst/2] X tinacstail (23)
= 4|Nsu/2|(tspor +trk)

If we relax our failure assumption and allow failure
of consecutive stations, token passing will be disrup-
ted. Suppose that N, adjacent stations in the token-
passing order fail. There will be N;q4 attempts to pass
the token until the next healthy station is found and the
situation is recovered:

tina—gfait = Nyait(3tspor + 3trk)+
+tsror +trk (24)
= (3Nfair + 1)(tsLor +trk)

We can now generalize our previous result by allow-
ing the existence of several groups of failed stations. The
worst-case inaccessibility is generated when the several
groups recover one at a time, each taking the time given
by equation 24, and when that recovery is lengthier.
The worst-case scenario occurs with the highest possible
number of groups [5]. Given a group size G [y, this
happens for G fgim = 2 out of Ny4 stations. This gives
a worst case inaccessibility for multiple failed groups, of:

we Ns:/3 .
tina—mgfail = Zi:l / Jtina_gfa”(l) (25)
= T|Ns/3] x (tsror +trK)

6 Analytic results and comparison with
other networks

We have analyzed the performability of several LANs
before. 1In this sense, it will be interesting to com-
pare the inaccessibility figures obtained for CAN and

PROFIBUS with the ones obtained in our previous stud-
ies[9, 11, 12], concerning real-time LANs with the same
number of stations. These results are summarized in
Table4 where, for each LAN, we have listed the best and
worst-cases. Most of the scenarios are self-explanatory.
Active Monitor Loss in the token-ring occurs when the
station regenerating the ring’s synchronism fails, which
leaves the ring completely down until a new monitor is
launched. Streaming Receiver failure in the same net-
work occurs when a receiver partially decodes an incom-
ing frame.

Analyzed Scenario tina (MS)
min. | maz.

ISO 8002/4 Token-Bus (5Mbps)
Station Join 0.07 4.67
Multiple Joins 0.37 | 139.99
Station Leave 0.06 0.06
Token Loss 1.74 5.79
Multiple Group Failure 5.70 51.76

ISO 8002/5 Token-Ring (4Mbps)
Stripping Errors 4.6 4.7
Token Loss 14.6 14.7
Active Monitor Loss 1044.9 | 15068.4
Station Join/Leave 14.6 14.7

Streaming Receiver 28255.2 | 28278.3
ISO 9314 FDDI (100Mbps

No Valid 'IT'ransmissions 2.53 2.76
No Valid Tokens 15.03 15.26
Station Join 30.03 30.24
Station Leave 20.03 20.24

Streaming MAC Receiver | 9457.18 | 9457.33

Table 4: LAN Inaccessibility Times

6.1 PROFIBUS Analysis

Now, we evaluate the inaccessibility time bounds for
a typical PROFIBUS network, according to the expres-
sions developed in section 5. The configuration paramet-
ers are as follows:

o Network length: 500 m
e Data rate: 500 Kbps.
e HST (Highest Station Address): 64

e The maximum retry number Nyetry is equal to one

The results of the evaluation, for each one of the stud-
ied scenarios, are summarized in Table 5. The second
column in the table represents the worst-case figures.
From the analysis made and from the table we observe
the following points:

e the time spent for token recovery depends on the
lowest address in the network. In the worst case,



the lowest address is equal to HSA - Ng. For our
example (HSA = 64; N,; = 32), the worst-case in-
accessibility time is 707s,or (15.89 ms);

e station entry is simple (compared to the token-bus),
because one station enters at a time and thus there
is no contention;

e recovery from station failures is very simple because
of the use of the LAS (cf.§3.2);

e in PROFIBUS, the worst-case inaccessibility
time is bounded by 75 ms.

Scenario b,
(s}

Single Station Join 32.5

(Nsp = 32)

Multiple Station Joins 74.8

(l\fst =2, K= 30)

Token Loss 15.89

(Nst = 32)

Single Failed Station 1.54

Multiple Failures 24.64

(l\fst = 32; Nyfai = 16)

Station Group Failures 18.86

(Nst = 32; Nyai = 16)

Multiple Group Failures 29.6

(Nst = 32)

Table 5: Profibus Inaccessibility Times

This contrasts with the Token-bus, where these pro-
cedures are more complex and lengthier. Whereas that
can be observed to some extent by comparing Tables4
and 5, the difference is even higher if we evaluate the two
networks with a harmonized bit rate. PROFIBUS fig-
ures harmonized for 5Mbps, the rate of Token-bus, can

be found in [5].
6.2 CAN Analysis

We now evaluate inaccessibility time bounds, for a
given CAN network, for example, a 32 station CAN
field-bus, in an industrial environment. The data rate
is 1Mbps and we assume a moderate value (n = 3) for
the omission degree bound due to medium errors. The
results of the evaluation, for each one of the studied
scenarios, are summarized in Table 6. We see that inac-
cessibility is on average limited to 500us, but can reach
a high 2.5 ms, on account of transmitter or receiver fail-
ures.

The results of CAN evaluation are summarized in
Table 6. The second column in the table represents the
worst-case figures. From the analysis made and from
the table we observe the following points:

| Data Rate - 1Mbps |

Scenario ting (U3)
Bit Errors 155.0
Bit-Stuffing Errors 145.0
CRC Errors 148.0
Form Errors 154.0
Acknowledge Errors 147.0
Overload Errors 40.0
Reactive Overload Errors 23.0
Overload Form FErrors 60.0
Inconsistent Overload Errors 194.0
Multiple Consecutive Errors (n = 3) 195.0
Multiple Successive Errors (n = 3) 465.0
Transmitter Failure 2480.0
Receiver Failure 2325.0

Table 6: CAN Inaccessibility Times

e CAN exhibits the shortest inaccessibility of the real-
time LAN or field-buses analyzed;

e this can be attributed to the simplicity of the pro-
tocol, and to the cooperation of transmitter and re-
ceiver to detect errors immediately that they occur,
during the transmission of the affected frame;

e in CAN, the worst-case inaccessibility time
is bounded by 2.5 ms.

6.3 Achieving hard real-time communica-
tion

In order to achieve reliable hard real-time communic-
ation, the worst-case inaccessibility figures found above
must be included in the timeliness equations of the sys-
tems under design. That is, be compounded with other
sources of delay, such as queuing delays. The mechan-
isms and techniques for achieving hard real-time com-
munication from application to application are outside
the scope of this paper, and are discussed with detail
in [16, 15]. For completeness, we just provide a few
remarks on the subject.

The crux of the problem is to control inaccessibility
or, in other words: to ensure that the number of inac-
cessibility periods and their duration have a bound; to
verify that the bound is suitably low for the service re-
quirements; to accommodate inaccessibility in protocol
execution and timeliness calculations.

In our earlier work on LLANs we have observed that
some inaccessibility situations can be minimized right
from the start, by careful tuning of some parameters
of the network. We had some success for the Token-
bus[10], where we managed a five-fold decrease in the
worst-case inaccessibility figure, and more recently for

the PROFIBUS, one of the studied field-buses, where



the decrease was two-fold [5]. We have not attempted
at reducing CAN inaccessibility this way. Recent stud-
ies have shown that CAN inaccessibility has very little
sensivity to network parameter tuning.

7 Conclusion

In order to achieve reliable real-time operation on
a given field-bus network, a bounded delay requirement
must be met, in the presence of faults. TInaccessibility
faults are a performability problem that is often disreg-
arded by designers expecting hard real-time behavior
from a field-bus. We have made a thorough analytical
study of CAN and PROFIBUS inaccessibility situations.
Furthermore, we derived worst-case figures for the sev-
eral inaccessibility situations on both field-buses.

The figures showed that previous studies on the ac-
cess delays of these field-buses were too optimistic, since
some inaccessibility situations last far more than com-
monly accepted transmission delays in industrial applic-
ations. Translating our claim into figures, this means
that under a reliable communication perspective, there
is no trustworthy worst-case frame delivery delay bound
below 2.5 ms for CAN, or 75 ms for PROFIBUS, even
in idle network situations.

Finally, we compared our previous results for the
token-bus, token-ring and FDDI LANs, with those for
CAN and PROFIBUS. The better results for field-
buses should be evaluated under the light of the expec-
ted transmission and round-trip delays, which are also
shorter for field-buses. We also found out that CAN ex-
hibits the shortest inaccessibility figures of the networks
studied.

As future work, 1t would be interesting to evaluate,
for example with the help of adequate tools, the general
performability of CAN and PROFIBUS, under complex
fault scenarios where several inaccessibility events can
take place[3].
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