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CANELy Prototype Board Schematic Specification

To be submitted for publication: please do not distribute

Technical Report: DARIO RT-05-04
Authors: R. Pinto, J. Rufino, C. Almeida
Date: December 2005

This work was partially supported by the FCT through Projects POSC/EIA/56041/2004 (DARIO) and the Large-Scale
Informatic Systems Laboratory (LASIGE).

LIMITED DISTRIBUTION NOTICE
This report may have been submitted for publication. In view of copyright protection in case it is accepted for publica-
tion, its distribution is limited to peer communications and specific requests.
c©2005, Project DARIO - Distributed Agency for Reliable Input/Output.



CANELy Prototype Board Schematic Specification

Ricardo Pinto
IST-UTL∗

rncp@rnl.ist.utl.pt
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Abstract

Fault-tolerant distributed applications based on field-
buses may take advantage from the availability of highly-
dependable communication systems. In this paper, we ad-
dress this problem in the context of CAN, the Controller
Area Network, to conclude that CAN native mechanisms
alone are unable to fulfill all the attributes of fault-tolerant
communication protocols. The paper discusses how exist-
ing CAN controllers can be complemented with some sim-
ple machinery and low-level protocol modules, handling
the problem effectively. The result is an enhanced CAN
infrastructure able to extremely reliable communication.

This documents presents the schematic specification
of a hardware infrastructure supporting the dependabil-
ity enhancement mechanisms required for hard real-time
communication in CAN-based systems.

1 Introduction

The design and implementation of distributed com-
puter control systems intended for real-world interfacing,
i.e. integrating sensors and/or actuators, have increasingly
been based on standard fieldbuses as an alternative to spe-
cialized and thus costly architectures [4]. The develop-
ment of applications for such environments may greatly
benefit from the availability of services such as clock syn-
chronization, reliable group communication, membership
and failure detection.

However, the migration of fault-tolerant communica-
tion systems to the realm of fieldbuses presents non-
negligible problems, some of them addressed by our on-
going research in the context of CAN, the Controller Area
Network [15, 13, 10, 8]. CAN is a fieldbus that has
assumed increasing importance and widespread accep-
tance in application areas as diverse as shop-floor control,
robotics or automotive [2].

This paper outlines our approach on how to use CAN as
an off-the-shelf component in the design of fault-tolerant
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real-time distributed systems.

2. CANELy: a CAN-based Fault-Tolerant
Real-Time Distributed System

In the course of analyzing existing studies of CAN lim-
itations with respect to the provision of strict availabil-
ity, reliability and timeliness attributes [3], we have re-
alized that what was missing in the native CAN fieldbus
to attain levels of dependability comparable to those of
similar technologies, such as the Time-Triggered Protocol
[4], was indeed a set of fault tolerance and timeliness-
related services. Moreover, we have shown that these
can be provided off-the-shelf (i.e. without modifications
to the CAN standard or to existing CAN controllers),
through the use of properly encapsulated additional soft-
ware/hardware components. We call the materialization
of this concept CAN Enhanced Layer (CANELy).
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Figure 1. CAN Enhanced Layer architecture

The central component of the CANELy architecture
(Figure 1) is naturally the standard CAN layer, comple-
mented/enhanced with some simple machinery and low-
level protocols, which include: a network infrastructure
resilient to physical partitioning [11]; a reliable communi-
cation protocol suite, offering a set of broadcast/multicast
primitives [13]; clock synchronization [8]; node failure
detection and membership services [12].

The objective of this paper is to discuss the mecha-
nisms and the techniques used in CANELy to enforce sys-
tem correctness in the time-domain despite the occurrence
of network errors, that is control of inaccessibility. We
show that support for inaccessibility flushing can be pro-
vided effectively in CANELy through an extremely simple
method.



CAN Standard Layer
The CAN fieldbus is a multi-master network that uses

a twisted pair cable as transmission medium [2, 1]. The
network maximum length depends on the data rate. Typ-
ical values are: 40m @ 1 Mbps; 1000m @ 50 kbps. Bus
signaling takes one out of two values: recessive (r), other-
wise the state of an idle bus; dominant (d), which always
overwrites a recessive value. This behavior, together with
the uniqueness of frame identifiers, is exploited for bus ar-
bitration. A carrier sense multi-access with deterministic
collision resolution policy is used. When several nodes
compete for bus access, the node transmitting the frame
with the lowest identifier always goes through and gets
the bus. A frame is a network-level piece of encapsulated
information. It may contain a message, a user-level piece
of information. In CAN, a data frame is used for that pur-
pose. However, it may consist of control information only,
such as a remote frame.

The CAN standard layer is made from a CAN con-
troller and the corresponding software driver that includes
the following primitives (cf. Figure 1): request the trans-
mission (.req) of data (can-data) or control (can-rtr)
messages1; confirm to the user a successful message trans-
mission (.cnf); indicate a message arrival (.ind).

3 CANELy Engineering

This section provides an overview of how the differ-
ent CANELy dependability enhancement units can be im-
plemented in a cost-effective way, using commercial off-
the-shelf components, through the right integration of a
comprehensive set of (simple) machinery resources and
specific low-level protocols.

The overall architecture of CANELy is depicted in Fig-
ure 2 and comprises the CANELy processing infrastruc-
ture and the specialized support to low-level machinery
functions.

programmable
   logic device

       specialised units
  management interfaces

     single/dual
Channel interfaces

CAN standard media interfaces

communication and management interfaces

         CAN 
microcontroller

Figure 2. CANELy Hardware Support

1Control messages are encapsulated in remote frames.

Support to low-level machinery functions
This component is implemented by a single, medium

capacity, programmable logic device (e.g. Xilinx
FPGA2). It comprises the machinery required to:

• the implementation of bus media redundancy in
CAN, including media quarantine schemes;

• the implementation of the mechanisms securing sys-
tem correctness in the time-domain, despite the oc-
currence of network errors [9].

• support to optimized operation of the reliable group
communication protocol suite;

• support to an innovative scheme to handle CAN site
membership.

This device interfaces with the transmission media,
through standard CAN media interfacing components,
and with the CAN Processing Infrastructure, through the
Channel and the network management interfaces (cf. Fig-
ure 2);

CANELy Processing Infrastructure
This highly integrated component comprises a sin-

gle/dual CAN controller and the resources (e.g. microcon-
troller, memory) required for the execution of CANELy
low-level protocols (group communication, node failure
detection and site membership, clock synchronization).
This component also includes the interfaces with the
CANELy low-level machinery resources and with the high
level components of the system (cf. Figure 2).

In our prototype implementation this component is
materialized using the state of the art Dallas/Maxim
DS80C390 High-Speed Microprocessor [6].

In addition to the dependability enchacement protocols
the CANELy processing infrastructure is also required to
support the implementation of different message transmis-
sion scheduling policies The automatic scheduling of a
frame for retransmission is provided after a loss in the
arbitration process or upon the occurrence of an error.
Inside the node, there is no standardized method of se-
lecting the message to be scheduled for transmission, at a
given time. The attributes of a relevant set of commercial
CAN controllers with that regard. One CAN controller
implements a policy that selects for transmission the mes-
sage with the lowest identifier. Most controllers transmit
first the message stored in the buffer with the lowest num-
ber reference. One particular controller (MCP2510) uses
a special-purpose priority field that software components
can co-relate with either of the previous parameters, upon
submission of a transmit request.

The management of message transmit buffers is of fun-
damental importance to prevent priority inversion, namely
when the ordering of message transmissions by the CAN

2Field Programmable Gate Array
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controller depends on the buffer numbering. If priority in-
version occurs, the results of a traditional message schedu-
lability analysis may be invalid. A comprehensive set of
priority inversion scenarios, their degree of severity and
impact in terms of message schedulability, is analyzed in
[7].

In any case, the main conclusion to be drawn from our
previous analysis of the CAN arbitration process is that
the definition of message/frame identifiers is crucial to the
provision of CAN timeliness guarantees. Despite its im-
portance, we do not address this issue in detail, since it
has been thoroughly studied by a number of authors:

• in [14], the message identifiers are assigned fixed-
priorities defined accordingly with a deadline-
monotonic (DM) scheduling, given a static set of
messages. The guarantee that the message timeliness
requirements are met is provided by an off-line feasi-
bility test. This method was applied with success to
the SAE automotive control systems benchmark;

• in [16], it is used a combination of dynamic and
static scheduling. Hard real-time messages with tight
deadlines are scheduled using a mixture of EDF3 and
DM methods while other hard real-time messages
are scheduled using the DM method alone. Non
real-time messages are ordered by a fixed-priority
scheduling;

• an approach combining dynamic and static schedul-
ing is also followed in [5]. A calendar-based re-
source reservation scheme allocates in advance all
the time slots required to hard real-time communi-
cation. Soft real-time traffic is scheduled according
to an EDF strategy and non real-time messages are
assigned fixed priorities.

The use of dynamic scheduling requires the on-line up-
date of message identifiers. This is possible because most
of the currently available CAN controllers: provide a dual-
port access to the message buffers; reload the internal out-
going buffer, each time an arbitration process is started.

Finally, note that the functions assigned to the message
identifier field, are flexible enough to allow the implemen-
tation of a comprehensive set of message scheduling tech-
niques, including those described in the works cited ear-
lier.

4 CANELy Board Schematic

The schematic specification of a prototype board pro-
viding the support for the CANELy architecture is pre-
sented as an annex to this document.

3EDF, Earliest Deadline First. Actually, the method followed in [16]
is a variant of EDF that uses the slack time (time to deadline) instead of
the deadline itself.
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signal is active low;
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0x00063

Interrupt Vector Table

INT1 (User defined)

INT2 (User defined)
INT3 (User defined)
INT4 (User defined)
INT5 (User defined)

0x00033

WDTI (User defined)

Serial0

Serial1

Reserved for possible hardware 
redudancy connection

Serial Comms ("Outside World")

The use of fault-tolerant transceivers is a constraint 
in terms of the possibility of bypassing the FPGA for 
bus access, since we need to generate ENABLE and
other sort of signals to activate the chips.
 

Other solution would involve "regular" transceivers and
optocouplers to "sense" the state of the bus and compare
it with the outputs connected to the transceiver

Power Configuration Word System Configuration Word

General interface, to allow interfacing with multiple
types of systems

A Bus

B Bus

Glue Logic / Lock control

System Status / Configuration Words

Primary CPU

Power Status Word

32k x 8

Secondary CPU

Missing: Memory-mapped Devices Addresses

Visual Status Info

7-segment display

Heartbeat LEDs

C4
1 µF
C4
1 µF

R9R9

R1IN7

R2IN3

R3IN23

R4IN16

T1IN5

T2IN18

T3IN19

T4IN21

C1+10

C1-12

C2+13

C2-14

V+11

V-15

R1OUT 6

R2OUT 4

R3OUT 22

R4OUT 17

T1OUT 2

T2OUT 1

T3OUT 24

T4OUT 20

U22

MAX238

U22

MAX238

OE1 LE11

Q1 19

Q2 18

Q3 17

Q4 16

Q5 15

Q6 14

Q7 13

Q8 12

D12

D23

D34

D45

D56

D67

D78

D89

U3

74HC573

U3

74HC573

5
9
4
8
3
7
2
6
1

P6

CONNECTOR DB9

P6

CONNECTOR DB9

C5
C

C5
C

1
2
3
4
5

J3

External JTAG connector

J3

External JTAG connector

R11

10k

R11

10kBE1

BX13

2B1 6

2B2 9

1B1 2

1B2 5

3B1 10

3B2 15

4B1 16

4B2 19

5B1 20

5B2 23

1A13

1A24

2A17

2A28

3A111

3A214

4A117

4A218

5A121

5A222

U10

54CBT3383

U10

54CBT3383

Q2
NPN BCE
Q2
NPN BCE

R4R4

R8R8

1 2

U24A 74HC04U24A 74HC04

R13
330
R13
330

5
9
4
8
3
7
2
6
1

P1

Serial Terminal 1

P1

Serial Terminal 1

SW1

Manual Reset Button

SW1

Manual Reset Button

1B1 2

2B1 5

3B1 11

4B1 14

1A4

2A7

3A9

4A12

1B2 3

2B2 6

3B2 10

4B2 13

OE15

S1

U12

74CBT3257/SO

U12

74CBT3257/SO

C9
10 nF
C9
10 nF

R2R2

1
2
3
4
5
6
7
8
9
10
11
12
13
14
15
16
17
18
19
20
21
22
23
24

J2

Power Supply Signaling

J2

Power Supply Signaling

BE1

BX13

2B1 6

2B2 9

1B1 2

1B2 5

3B1 10

3B2 15

4B1 16

4B2 19

5B1 20

5B2 23

1A13

1A24

2A17

2A28

3A111

3A214

4A117

4A218

5A121

5A222

U11

54CBT3383

U11

54CBT3383

3 4

U24B

74HC04

U24B

74HC04

A010

A19

A28

A37

A46

A55

A64

A73

A825

A924

A1021

A1123

A122

A1326

A141

D0 11

D1 12

D2 13

D3 15

D4 16

D5 17

D6 18

D7 19

CE20

OE22

WE27

U6

DS1230AB

U6

DS1230AB

R3R3

RXD3 TXD2

EN6

RTH 8

RTL 9

WAKE7

INH1

ERR4 STB5

CANH 11

CANL 12

V
C

C
10

G
N

D
13

B
A

T
14U15

TJA1054

U15

TJA1054

Q1
NPN BCE
Q1
NPN BCE

C6
C
C6
C

R7R7

1

2
3

U26A

74HC08

U26A

74HC08

1OE 1

S1 21B43 1B34 1B25 1B16 1A 7

2A 9

S0 14

2OE 15

2B110

2B211

2B312

2B413

U17

74CBT3253/SO

U17

74CBT3253/SO

D13

D24

D36

D411

D513

D614

CLK9

CLR1

Q1 2

Q2 5

Q3 7

Q4 10

Q5 12

Q6 15

U20

74LS174

U20

74LS174

C17
20 pF
C17
20 pF

5
9
4
8
3
7
2
6
1

P3

Channel A.0

P3

Channel A.0

C16
20 pF
C16
20 pF

D3
LED
D3
LED

R10

10k

R10

10k

XTAL141

XTAL240

VCC42

VSS43

RESET44

P2.0/A8 29

P2.1/A9 28

P2.2/A10 27

P2.3/A11 26

P2.4/A12 25

P2.5/A13 24

P2.6/A14 23

P2.7/A15 22

ALE 39

PSEN 38

AD0/P0.030

AD1/P0.131

AD2/P0.232

AD3/P0.333

AD4/P0.434

AD5/P0.535

AD6/P0.636

AD7/P0.737

P3.0/RxD 12

P3.1/TxD 13

P3.2 / INT0 14

P3.3 / INT1 15

P3.4/T0 16

P3.5/T1 17

P3.6 / WR 18

P3.7 / RD 19

TxDC/P4.020

RxDC/P4.121

AN0/T2/P1.03

AN1/T2EX/P1.14

AN2/ECI/P1.25

AN3/CEX0/P1.36

AN4/CEX1/P1.47

AN5/CEX2/P1.58

AN6/CEX3/P1.69

AN7/CEX4/P1.710

EA 11

VAREF 2

VAGND 1

U7

AT89C51CC03/PLCC44

U7

AT89C51CC03/PLCC44

I/O (44) 3

I/O (47) 4

I/O (56) 5

I/O (59) 6

I/O (68) 7

I/O (71) 8

I/O (80) 9

I/O, GCK8 (83) 10

I/O, GCK1 (86) 13

I/O (89) 14

I/O, TDI (98) 15

I/O, TCK (101) 16

I/O, TMS (110) 17

I/O (113) 18

I/O (122) 19

I/O (125) 20

I/O (128) 23

I/O (131) 24

I/O (140) 25

I/O (143) 26

I/O (152) 27

I/O (164) 28

I/O, GCK2 (167) 29

M1 (170) 30

M0 (173) 32

PWRDWN 34

I/O, GCK3 (174)35 I/O (HDC) (177)36 I/O (LDC) (189)37 I/O (198)38 I/O (201)39 I/O (210)40 I/O (INIT) (213)41 I/O (216)44 I/O (219)45 I/O (228)46 I/O (231)47 I/O (240)48 I/O (243)49 I/O (252)50 I/O, GCK4 (255)51

DONE53 PROGRAM55

I/O (D7) (258)56 I/O, GCK5 (261)57 I/O (D6) (270)58 I/O (D5) (282)59 I/O (285)60 I/O (D4) (294)61 I/O (297)62

I/O (D3) (300)65 I/O (303)66 I/O (D2) (312)67 I/O (315)68 I/O (D1) (324)69 I/O (327)70 I/O (D0, DIN) (336)71 I/O, GCK6 (DOUT) (339)72

CCLK73

O, TDO (0)75

I/O (2) 77

I/O, GCK7 (5) 78

I/O (CS1) (14) 79

I/O (17) 80

I/O (26) 81

I/O (29) 82

I/O (38) 83

I/O (41) 84

GND

1

VCC

2

VCC

11

GND

12

GND

21

VCC

22

GND

31

VCC

33

VCC

42

GND

43

GND

52

VCC

54

VCC

63

GND

64

VCC

74

GND

76

OE1 LE11

Q1 19

Q2 18

Q3 17

Q4 16

Q5 15

Q6 14

Q7 13

Q8 12

D12

D23

D34

D45

D56

D67

D78

D89

U18

74HC573

U18

74HC573

C11
10 nF
C11
10 nF

BE1

BX13

2B1 6

2B2 9

1B1 2

1B2 5

3B1 10

3B2 15

4B1 16

4B2 19

5B1 20

5B2 23

1A13

1A24

2A17

2A28

3A111

3A214

4A117

4A218

5A121

5A222

U8

54CBT3383

U8

54CBT3383

5
9
4
8
3
7
2
6
1

P2

Serial Terminal 2

P2

Serial Terminal 2

C8
10 nF
C8
10 nF

R12
330
R12
330

1
2
3
4
5
6
7
8
9
10
11
12
13
14
15
16

J1

CON16

J1

CON16

5
9
4
8
3
7
2
6
1

P4

Channel A.1

P4

Channel A.1

Clock Signal Generation

Clock Signal

CLK_CPU
CLK_FPGA

CLK_HOST

CLK_AUX

GND

CLK_VCC_DIG
CLK_VCC_ANA

CLK_RTC

1B1 2

2B1 5

3B1 11

4B1 14

1A4

2A7

3A9

4A12

1B2 3

2B2 6

3B2 10

4B2 13

OE15

S1

U21

74CBT3257/SO

U21

74CBT3257/SO

RESET 1

MR9

G
N

D
12

V
C

C
3

OVI7

OVO 6

RESET 2RESET IN/INT4

LLIN/REF OUT5

SWT8

LOW LINE 10

WDI11

CE OUT 13

CE IN14

WDO 15

WDPO 16

U23

MAX820

U23

MAX820

C15
10 nF
C15
10 nF

R6R6

C14
10 nF
C14
10 nF

C13
10 nF
C13
10 nF

RXD3 TXD2

EN6

RTH 8

RTL 9

WAKE7

INH1

ERR4 STB5

CANH 11

CANL 12

V
C

C
10

G
N

D
13

B
A

T
14U13

TJA1054

U13

TJA1054

AD6/D661 AD5/D562 AD4/D463 AD3/D364 AD2/D265 AD1/D166 AD0/D067

AD7/D759

A0/T2 2

A1/T2EX 3

A2/RXD1 4

A3/TXD1 5

A4/INT2 6

A5/ INT3 7

A6/INT4 8

A7/INT5 10

Vcc17 Vcc32 Vcc51 Vcc68

GND1 GND18 GND35 GND52

ALE 57PSEN 56

EA 58

MUX 36

RST11

RSTOL12

XTAL233

XTAL134

A8 46

A9 47

A10 48

A11 49

A12 50

A13 53

A14 54

A15 55

RXD013 TXD014 INT015 INT116 T019 T1/XCLK20

WR 21

RD 22

A19 37A18 38A17 39A16 40CE3 41CE2 42CE1 44CE0 45

C0TX31

C0RX30

C1TX29

C1RX28

PCE027

PCE125

PCE224

PCE323

U1

DS80C390

U1

DS80C390

C12
10 nF
C12
10 nF

V
C

C
32

G
N

D
16

DQ0 13

DQ1 14

DQ2 15

DQ3 17

DQ4 18

DQ5 19

DQ6 20

DQ7 21

A012

A111

A210

A39

A48

A57

A66

A75

A827

A926

A1023

A1125

A124

A1328

A1429

A153

A162

CE22

OE24

WE31

U5

AM29F010/LCC

U5

AM29F010/LCC

VCCIO32

I/O1

I/O2

I/O3

I/O4

I/O8

I/O9

I/O11

I/O12

I/O13

I/O14

I/O18

I/O19

TCK17

I/O20

I/O22

I/O24

I/O25

I/O 37

I/O 38

I/O 43

I/O 44

TDO 30

TDI15

TMS16

I/O 26

I/O 27

I/O 28

I/O 29

I/O 33

I/O 34

I/O 35

I/O 36

I/O/GCK1 5

I/O/GCK2 6

I/O/GCK3 7

I/O/GSR 39

I/O/GTS1 42

I/O/GTS2 40

XC9536/LCC

U9

XC9536/LCC

U9

Host System Interface

Host Interface

HOST_IRQ

HOST_/CE
HOST_/OE

HOST_/WR

HOST_/RST

HOST_DATA[0..7]

5
9
4
8
3
7
2
6
1

P5

CONNECTOR DB9

P5

CONNECTOR DB9

RXD3 TXD2

EN6

RTH 8

RTL 9

WAKE7

INH1

ERR4 STB5

CANH 11

CANL 12

V
C

C
10

G
N

D
13

B
A

T
14U14

TJA1054

U14

TJA1054

C3
1 µF
C3
1 µF

D1

DIODE_DUAL

D1

DIODE_DUAL

116
215
314
413
512
611
710
89

RN1

Pull-ups

RN1

Pull-ups

D13

D24

D36

D411

D513

D614

CLK9

CLR1

Q1 2

Q2 5

Q3 7

Q4 10

Q5 12

Q6 15

U19

74LS174

U19

74LS174

Y1

40 MHz

Y1

40 MHz

R5R5

C10
10 nF
C10
10 nF

OE1 LE11

Q1 19

Q2 18

Q3 17

Q4 16

Q5 15

Q6 14

Q7 13

Q8 12

D12

D23

D34

D45

D56

D67

D78

D89

U25

74HC573

U25

74HC573

RXD3 TXD2

EN6

RTH 8

RTL 9

WAKE7

INH1

ERR4 STB5

CANH 11

CANL 12

V
C

C
10

G
N

D
13

B
A

T
14U16

TJA1054

U16

TJA1054

D2
LED
D2
LED

A191 A182 A173 A164 A155 A146 A137 A128

CE9

V
C

C
10

A1113 A1014 A915 A816 A717 A618 A519 A420 A321 A222 A123 A024 DQ0 25

DQ1 26

DQ2 27

DQ3 28

G
N

D
29

G
N

D
30

V
C

C
31

DQ4 32

DQ5 33

DQ6 34

DQ7 35

OE37

WE38 RST12

RDY/BUSY 36

U4

AM29F080/TSOP

U4

AM29F080/TSOP


